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Abstract

i of

‘ A COMPARATIVE ANALYSIS OF SECURITY ENTRY

! CONTROL PROGRAMS: SECURITY FORCES VERSUS
AUTOMATED ENTRY CONTROL

by

- A

Neal Steven Bunce

‘Stutemant of Praoblem

— Staondard security forces providing entry control to
high security areas have often been proven ineffective in
their performance. Frequently, they have bmen plogued by
successful unauthorized entries. Automated Entry Control
R Systems are often being bought, and instaolled as more
efficient alternatives to the traoditional security foarce
applicaotion. This study attempts to focus an the inherent
strangths or weacknesseas of sach program, as applied, by
X comparing their sssantial alaments..

Scurces cf Dutu “”///////

e
e s

Thera weare three caotegories of literary sgurces
Y survayed in-this study. First, o review was conductsd of
' litsroture rslavant to human performance, physiclogy,
psychology, and the bioclogy of work. Next, information on
sacurity problems, systsms, aoand techrnology waos aeaxamined.
Last, writings centered aon machina capabilitims and

efficiency were ravimswed,

Conclusions Reached
e

The elements of both entry control programs wers
compared and found to be vastly dissimilar. Primarily,
gutomated entry systems provide a level of objective
machine consistency that carnnot be duplicated by human
beings. Inherent human physioclogical and psychological
deficiencies, brought about by the vary nature of the Job
in question, couse o brsgkdown in efficiency. ’ A 0§
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Abstract

of

A COMPARATIVE ANALYSIS OF SECURITY ENTRY
CONTROL PROGRAMS: SECURITY FORCES VERSUS
AUTOMATED ENTRY CONTROL

by

Neal Steven Bunce

Statemant of Problam

Standard security forces providing entry control to
high security areas have aften bean proven ineffective in
their performance. Frequently, they have been plagued by
successful unauthorized entries. Automated Entry Control
Systems are aoften being bought, ond instolled as more
efficient alternatives to the traditioral security force
application. This study ottempts to focus on the inherent
strengths or weaknesses of sach program, as applied, by
comparing their essentiol elements.

Sources of Datao

There were three categories aof literary sgurces
survaeyed in this study. First, a review was conducted of
literature relevant to human perfocrmance, physiaology,
psychology, and the biology af wark. Next, information on
security problems, systems, and techrnology was examined.
Last, writings centered on machine capabilities and
efficiency were reviewed.

Conclusions Reached

The elements of both entry control programs uwere
compared and found to be vastly dissimilar. Primarily,
agutomated entry systems provide a level of objective
machine consistency that cannot be duplicated by human
beings. Inherent human physioclogical and psychological
deficiencies, brought about by the very nature of the Jjaob
in question, couse a breakdown in efficiency.
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CHAPTER 1 g
INTRODUCTION

Ihe Prgblem Stoted
Entry control being provided for high security areas \
requires a consistency of application without deviation.

Absolute identity verification, when possible, has been the

P T T e v

governing concept for entry control virtually since its
inception. Security forces that have traditionally handled
the entry control Ffunction have frequently been praven &
ineffective in their performance of the task. They have
continuogusly been plagued by foilures in tha form of
succassful unauthorized entrias by spies, thiesvas,
saboteurs, and security evoluators. Their faoilures in $
performance have besn perceived as the Ffaoult of human )
beings utilized in a taosk for which they are physio- .
logicaolly and psychologically unsuitable.l X

People and their Fforms of identification must be
checked thoroughly, each and every time they attempt to
enter high security areas, proving their right and need to
enter. Conditions that promote a letdown in this proof
positive identification process chance an unauthorized
entry. Human beings, in a security Fforce role of

establishing identity, are theorized as subject to .

()
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2

multitudes of letdowns. These letdowns are simply dus to
the nature of the work and the physical and psychological
inability of human beings to deal with it.

1t is important to consider a single high security
area with severol entrances, and o population consisting of
S00 ta 3000 peaple working inside, which is not uwuncommon
for these types of facilities, One or two security
officers monitor each entrance and must process hundreds aof
people in and out of the area during peak specified time
fromes. During slow traffic periods, the officers are
faced with the problem of little to do. The guords are
placed in the position of trying to check large numbars of
employee identities, process visitors, aond otherwise comply
with organizotional security policies for part of their
shift, and at other times have little to do but stand
around for hours. These tasks, considered difficult by any
sat of standards, requira an ability to shift From
inoctivity to the utmost level of performance consisting of
vigilance and attention to detnilZ®--work requirements for
which human beings are found to be unsuitaoble on the basis
of available theoretical information, which constitutes an
important assumption in this study.

Technological programs developad to perform antry
control functions may be perceived as maochines, functioning
in much the same way as security Fforces, but with the

consistence of mochine proficisncy. Thea Automated Entry
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Control Systems approach wuses all of the currently
recognized methods of identifying people now being employed
by guards. This approach is designed to work in a totally
objective manner, allegedly offering unquestionable
certainty in achieving the state of "Absolute Identity,”
which is the ultimate goal of any entry control progrum.3
The concept in this scenario is that such technology would
bring to the entry control discipline a much higher
probability af detection of unauthorized personnel
attempting entry to o given area--a solution that focuses
on the idea that maochines are significantly more effective
in this security application than guards.
Burpose of the Study
The purpose of this study is to compare and contrast
the perceived caopahilities of both security force and
automated entry control programs. Specifically, the study
wil]l examine the strengths or weaknesses of both oppli-
catiaons in g systematic manner, attempting to identify the
best program in terms of effectiveness. The study will
attempt to supplement theory with pertinent practice theory
which clearly identifies the mast effective program.
Comparison of these two particular entry control programs
is feasible, becaouss both security forces and automated

entry systems use the saome standaordized approoch to

establish the identity of personnel autharized in an areag.
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Hypothesis

Theorizing obout the effectiveness of the entry
control programs under study hos promoted the establishment
of o hypothesis that supports o comparative analysis
approach to this research. The hypothesis is stated as
follows:

Human physiological and psychological limitao-
tions will make security forces, performing entry
control functions, considerably less effective in
the detection of unauthorized entry attempts than
automated entry control systems.

This hypothesis establishes itself as requiring not
anly efficiency datn on each program, but also calls for
rationale explaining the manner in which the human methaod
is inherently ineffective. It wos structured to lend
itself to a fact-finding examination of both human and
machine conditions in relation to this specific work
environment. It projects the search for pertinent Ffacts,
an analysis and logical explanatian for all evidence found,
and the development of o reasconable pattern of support far
the conclusions reached.

Iheory

The theories or assumptions promoting the hypothesis
stoted above focus on the perceived benefits attainable
from the application of technology to the task of entry
contral. These theories or assumptions suggest that

security forces are subject and/or susceptible to

unauthorized entries, and thot there will olways be tha
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skilled infiltrator who often passes through entry control
points with only a minimal check of identity.

The major ideo developed in this thesis is that
automataed entry systems can significantly increase the
probability of detection of any unauthorized individual
attempting entry into a high security area. An increase in
sgcurity capability ensures better protection of business
assets and those of the government, where the very destiny
of the natiagn might be involved.

E an imitaotjon F Stu

This study focuses on basic similarities, differences,
weaknesses, and strengths of the two entry control programs
under analysis. It will review human and machine consider-
ations in relation to the type of work in questian, aond at
those elements within the entry process such as
credentials, identificotion numbers, and physical charac-
teristics. These will be isolaoted for analysis and then
compared in relotion to how each entry program handles the
vaerification, identification task. Thus, a spacific
comparison and subjective analysis of these foctors will be
accamplished, highlighting specific areas in which there
are notable differences. The study will only look at each
program as it is maximally applied.

This study will be limited to the review of the
relevant, existing literatura. It is not the intention of

this research to evaluate or determine the quality of each
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entry control progrom through actuaol side-by-side tasting
of the systems. Neither is it intended to deal with other
philosophical issues or controversies centered on the
quality of entry control currently being provided ta high
security areas. J
) n u
Primarily, the thrust of this study is a comparison of

the applicotion, and effectiveness lavel of both the

- e e

security force and automated entry control programs. It

moves toward this end by first addressing the relavant

literature detailing human and machine design consider-

KR X

ations within the entry control environment. Secondly, the
study will anaolyze the slemants of each program’s aentry
control process, establishing how they are put together and ¢
utilized. Finally, the facts on each system will be |
compared and analyzed in a point-by-point fashion that will
either Jjustify or deny the broad hypothesis mentioned
earlier.

There were three cotegories of literary sources used
in this study. First, a review was conducted of literature ‘

raelevant to human performance, physiology, psychology, and .

the bioglogy of work. Second, infarmation on security
problems, systems, and technology was examined. Last, ﬁ
writings directed at maochine copabilities and eafficiancy Y

were reviewed.
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Definition of Terms

ntrc ontrgl. The procedure used to positively
verify the identity/authority of each person seeking entry
to on area where entry is 1:'astz'in::t:sv:l."i
Security Forces. Those forces consisting of men and
women traoined, equipped, and utilized to provide security
in a given situgtion or environment. Sama of their
specific functions are: law enforcement, and the protec-
tiaon of resources (high volue assets, weagpons systems,
classified information, etc.].
Automogted Entry Control Sustems (AECS). Sometimes
referred to as Access Control Systems, they are machine
systems designed to positively control, monitor, display,

and record the process of entry into areas under their

cantral. These systems use all three currently recognized
methods of identifying people. Authorized persons must
possass identification credentials, they must know

samething (their social security number, etc.J), and they
must be the right person as demonstrated by certoin unique
physical chuructaristics.s

Credentigls/Caords/Bgdges. Forms of identification
caorried by the individual. Created to form ona means of
establishing identity/authority of o person to gain entry
to a specified area. Either prasented to security Fforce

members, or read by automated systems at the area entry

point., Contain administrative and/or personal information
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on the holder that can be scanned by either security
forces, or electronicolly by automoted systems, depending
on the cpplication.s
n n ion Num . It is a memo-
rized number unique to the credential holder. Either
stated to the security force member, or entered on o keypad
electronically in automated sgstems.7
Biometric Identificatiogn. A means aof positively
identifying a person through the evaluation of a unique
physical chaoracteristic. DOone either by o security Fforce
member [(personal recognitionl), or through an electronic
device (part of an automoted sgstemJ.B
Entry Control Booth/Portaol. A mantrap housing a
specific electronic processing component of an automated
entry system (such as the biometric identificaotion devicel.
Positioned at the entrance to an area, it locks the entrant
inside, once entered, allowing exit from the trop to the
area’ s secure side only after antry validation.3
n in nit. The central processor is the
heart of the outomated system. It is a computer (micra or
mini procaessorl)] that runs, controls, and monitors the
entire system. Comparable, from o parallel standpoint, to
the brain of the security farce member . 10
Fixed Pgst. A security force member assigned station
or position for duty. Fixed in this senss means not being

able to move from this sxact locotiaon [statianaryl.
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Iemplote. A& gouge or pattern, as a thin metal plaote,
used in making or copying something accurately.

CCTIY. Closed circuit teglevision.

Orgonizotion of Remaoinder of Study

The remaoinder of this study is divided into four
chapters. The relevant literature concerning both human
and maochine copobilities is reviewed in Chapter 2. This
chapter details the literature specificaolly directed toward
human and machine consideration in relaotion to the entry
cantrgl environment,

The composition ond operation of the security Ffarce
entry control program is examined in Chapter 3. The exom-
inotion will focus on the actuol process of establishing
authority and identity used in this program.

The octual setup, aopplicotion, and use of agutomated
entry control systems is the subject aof Chapter 4. In this
chapter, the deployment, ond wuse of an oaoutomaoted entry
system in a given orea is explored.

Last, in Chapter 5, relevont daoto on the two programs
will be summarized, emphasizing critical weaknesses ar

strengths notewcorthy in eoch opplicotion. The intent here

is to provide a picture of which program is most efficient
in accomplishing the entry control mission. Finally, in an
effort to move this study to a point of logical conclusion,

recommendations ocre mode regarding potenticl areas for

further study in the area of entry control.
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CHAPTER 2

REVIEW OF LITERATURE

Qverview

A great number of sites or Ffocilities worldwide
require some form of entry control. This form of control
promotes the ability to allow ingress to persons whc have a
legitimate right or need to be inside the area or facility.
Additionally, this type of control dictotes the ability to
keep unwanted persons out of an area. A result or
consequence of the need for entry control is the demand For
a system of identificaotion, in order to decide whao 1is
authorized for admittance and who is not.!l

The implementation of entry control can vary from
basic to very complex, depending on the application. An
sntry system will vary: a lock and key formot; a guaord
checking identification; and the use of computers designed
ta reccgnize anaother person by utilizing machines
monitoring credentials, personal numbers, and physical
characteristics.Z

The security offered by such systems is measured by
the extent to which the system refuses attempts at invalid
entry. Peligbility depends on the extent to which the

system permits volid entries. The designoted user

11
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12
gnticipotes thot the system will be as reliable as
possible, because he does not want to be refused a valid
antry ottempt. The administrator of the entry control
system, on the other hand, hopes to implement a system that
is as secure as possible, for it 1is criticol that an
involid entry not be allowed. The goal of entry control
procedures is to obtoin a system which endeovors to combine
the bhest of security and reliobility in a cost effective
manner. This goal, however, is difficult to achieve,
because nearly oll existing systems compromise security and
reliability.

The maost successful prograoms are those employing
security forces or aoutomated components for entry control.
Therefore, it is important to explore the means by which
humans aond machines interact within the entry control
environment in order to maximize their actual protective
abilitims.3

Historicol Per LV

A major societanl concern of mankind is the securing of
property, possessions, and the things important to each
person. A common response to this problem, and one that is
still heavily relied upon in our contemporory culture, was
to place a human being on guard for the sole purpose of
protecting property. As technology evolved, primitive
laocks were developed to do some of the control work

previously corried out by the security person. In our
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contempeorary era, locks have been joined by other types of
mechanical, electromechanical, and electronic devices to
control entry and provide security for property and
possessions. Traditionolly, however, the use of people as
the method for providing security, aond specifically entry
control, is still the most frequently utilized m::lpr:cn:u:h.‘l

In many cases, the identificaotion of personnel 1is
still considered a human function. Security forces within
private industry and all branches of the military, oare
charged with a responsibility for identifying those people
working within and visiting their respective instollaotions.
These human forces are considered to be the most flexiblae
method of insuring volid identificotion while providing a
humgn quality in the execution of security sarvices. This
traditional oapplicaotion, while considered essentually
effective, is known to have a number of limitaotions.>

The considerable cost of wusing human beings ta
recognize and identify people 1is considered an economic
hardship by those paying for these services. It has been
estimated that it takes 5.2 to 5.8 security guards to

odequotely monitor one entrance to an area twenty-four

hours a day, seven daoys a week. This rasults in an annual
reoccurring cost for coverage of only one post which may
equal $140,000.00 in 19B7 dollars. Historically, the human
forces have often been found fallible and making mistakes

in the performance of their duties; they hove been found,
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1n some casaes, to be guilty of collaoborating with an
intruder.s Such concerns, centering on this human
fallibility, have faocilitated the search for techno-
logically superior entry cantrol systems which provide a
more secure, reliable, aond cost effective alternative.

Entry control technalogy hos mode significant advances
within the previous two years as o result af the
cooperative efforts of the government and the privaote
sector in the security fiald.7 The Department of Defense
has shown an increased involvement 1n the design, testing,
and implementotion of computer-based entry control systems.
Consaequantly, since 1983, the United Stotes Government haos
invested hundreds of thousands of dollars to 1nvestigote
and report aon the various aspects of entry control
technalugg.s The results of these 1nvestigatians, although
not available in full to the public, have promoted the
perception thot automoted entry systems increcse the
probability of detection percentage of unauthorized
entries. Additionally, these investigotions of entry
control technology are resulting 1n the raopid growth of the
entry control industry. J. P. Freeman and Co., Newton,
Cornecticut, in a fForecast report for Frost & Sullivan
Inc., New York, predicted that electronic entry control
products will be among the fastest growing items over the

naxt five gacrs.s
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mgn nsi lon

Entry control responsibilities aore by nature done on a
24-hour-a-day busis, and are broken down into segments.
Faor bhuman beings this work schedule is known as shift work.
This is o work routine impacted by the Ffact thot entry
control posts are fixed, promoting minimal movement and
stotic conditions for assigned guards. This situation as
further influenced by the simple strass of the
identificotion process when the workload vories occording
to the numbers moving through the entry points. A number
of factors are responsible for the criticol performancs
disadvantages experienced by entry controllers, and
compounded by physiological and psychological conditions
inherent to human be1ngs.1°

Biologists and physiciaons have repeatedly stoted that
the human heing 1s in a performance state i1n the daytime,
and precccupied with recuperation and the replaocement of
energy at nightll—-cxrcumstnn:es that are Ffundamentaolly
tied to the human perceptions of, and lifelong conditioning
to daytime hours, the evening, and periods of sleep.
Therefore, the worker will approoch his shift period, if it
occurs at night, nat in a mood far peck performonce, but
rather i1n the relaxed phase of hi:s doytime cycle, which 1s
a staote of being that 1is one of the big physiological

prablems of shift work. This 1s an 1:ssum which is
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important in the entry control environment becguse evening
shifts comprise two-thirds of the twenty-four hour rotation
of labor in the work place.

Human bodily functions which fluctuate in a 24-hour
cycle aore called the circadian rhythm (meaning one dag].la
When the normol influences of daoy aoand night are omitted,
such as in a closed roam, a kind of internal clock comes
into plng.13 This clock varies in eagch individual, but
usuolly operates in o cycle of between 22 and 25 hours.
The bodily functions maost affected by circadian rhythms are
sleap, work readiness, and many of the nervous system’'s
involuntary processes such as metabolism, blood pressure,
and body temparuture.lq These changes in physiologicaol
functions have been found to be associnted with detrimental
lapses i1n performance, suggesting that humans may not be
1ideally suited for this type of work. Systemotic studies
of men engeged in rotating shifts, by Vokac and Rodahl, in
1874 and 13975, indicate that shift work does place physical
and psychologicol strain on the organism. These tensions
center on faotigue, boredom, eoting habits (nutritionl, and
the human ability to process data as in the entry control
identification prncess.ls

As previously staoted, as the hours of the day
fluctuate, so do the body clocks of shift workers which
create o pattern or cycle caousing an alignment with

fotlgue.ls The symptoms of fatigue in this setting may
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range from slight Ffeelings of tiredness to complete
exhaustion.

Individunls, working in shifts, often find themselves
weary and physically inhibited, having no desire for either
physicaol or mental effort. Thase feelings are distressing
when opportunities for rest ar relaxation are not
present.17 These monifestotions of fatigue are presented
1in a diverse number of waoys:

(o) visual fotigue (In the vigilance task
of entry control the eyes are used
heavily in scanning 1D daotal.

{b) muscular fatigue (This can occur when
the entry control work requires

prolonged sitting or standingl.

{c) generol body fatigue ar physical
overloading of the sntire system.

(d) mental fatigue.

(e) nervous faotigua.

(f) chronic fatigue as an gccumulution
of long-term effacts.!

All of these different kinds of fatigue, brought on by
the human phenomenon of citcadian rhythms, initiote reduced
performance effectiveness for guards in the entry control
snvironment--irregularities that caon appear in any of the
following ways:

(o) distaste for work.
(b) sluggish thinking.
(c) reduced alertness.

(d) poor/slow perczeption.
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(el unwillingness to work.

(f) general declaine 1in both bodily .
and mantaol performance.

As fatigue develops, in whotever form, individual

performance aof duties can become irregular. Such 1irregu- ’
larities oppear slowly gt first, but eventuclly become
accentuated, hecvily affecting every phaose of the task.
Studies conducted by W. Harris, R. Mockie, and F. Lecret,

1in 1872 and 1876, on occupotions requiring sustained

=

vigilance during Jjob performance, indicaoted that the

initial i1ndicotors of reduced efficiency appear abhout Ffour ot
\J
hours into the shift, and becocme very gross after seven to
eight hours.ao Thaese conclusions confirm that the type of

routinized work such as ane finds 1n an entry control arena

VY

where identification data 1s transmitted in an auditory,

)

visual, or tactile fashion, is poorly suited for human
beings. This Finding is further suppor ted by the
inabilities of 1i1ndividuals to react positively to the
baredom that is on intrinsic factor in this type of work. A

Entry control responsibilities, 1like those of all

vigilance tosks, aqre extremely tedious by design. Those

!

parforming dutiges i1n this environment are required to be in

- e e
-

a desigrnated aren for long time periods 1n order to confirm

- -
- e

the :denty of people during the period of their work shift.
There is little or no variance i1n the repetitive tasks and,

therefore, this can be charocterized as boring work.
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Monotony or boredom is perceived by the individual

3 when job related tasks lack diversitg.al It is wusuglly
associated with a repetitive and unchanging environment
such ags thot characterized by the entry control function.
In a study done by J. Barmack, in 1837, a conclusion was
reached suggesting that the Feeling of boredom,
attributable te o low level of physiologicaol arousal, can

cause depressed or inadequate vitaol uctivitg.EE This

=

conclusian, supported by an eorlier study on the aeffects of
baredom in industry by S. Wyatt, and J. Langdon, in 183¢2,

. indicates that it is reasonaoble to believe that the

condition of boredom is rasponsible for a greater loss in
human output than fntigua.aa
Experience has shown that certain Jjab related
circumstances give rise to baoredom:
Cal prolonged repetitive work that is not
vary difficult, yet which does not allow
the individual to think about ather

things entirely.

{(b) prolonged, manotonous work, calling
for continuous periods of vigilunca.a%

These are distinct patterns of work that are synonymous
d with security duties in general, and, in particular, those
of entry controllers--modes or stotes of work that haove
been found to lower the output, or energy expanded by the

individuaol on the Job, highlighting the contraodictary

application of using human beings in repetitive, high

, vigilance taosks--working conditions that are not oanly
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themselves detrimentol to positive entry control, but

p campounded by the personcl state of guards performing the

function.

Working conditions themselves, in this caose, are nat
the only decisive factors 1in the boredom problem.
Individual or personal factors have o considerable effect
on the incidence of boredom, aor, to put it differently, on
the agbility of human beings to withstaond boredom. Some of
these personal foctors are the following:

(o) pecple in a stote of fatigue.
(b) people with low motivation.

{c] people with a high level of education,
knowledge, ond ability.

(d] keen people, who_gre eager for
a demanding Jjob.

All are persaonal factors that are either known to affect,
or that could affect security Fforces performing entry
control functions--o state aof offoirs that grows even more
dangerous, from g vigilance standpaint, when loaking at the
unevennass of the traoffic flow through entry control points
and 1ts effect on the human sensory organs.,

The streams of impulses from the sensory organs, such
as sight, sound, arnd touch, either stimulate or slow down
the activity of the human being's central nervous sgstem.as

During periods of peak work requirements, such aos heavy

traffic through entry points, the centrol nervous system is \

usually mcintoined in o high state of reaodiness. When

L PN
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stimuli are few, like those periods when 1little or no
traffic moves through entry points, a reduction in the
, level of activation of the brain occurs, thereby reducing

the functionol state of the body as a mhnla.27
Both of these conditions can foster twao human
reactions, neither of which is satisfoctory in o vigilance
environment. First, during slow stimulus pericds, the
o human tends to become inactive and much less attentive. A
. study by D. Hehb, in 1955, emphasized ¢that a lack of
sensory stimuli severely impaired human perception and
cognitiones--u condition supported by E. Duffy, in o study
conducted in 13962, that ossocioted states ranging from deap
sleep to extreme excitement, with levels of human
funr:ticming.ES Second, during periods of intense repetitive
stimulation, persons tend to become habituated to the task
at hand, where identical stimuli lose their effect and
bscome meaningless, impairing the ahility of individuals to
digest dota and/ar signals effsctivelg.ao This was a
foctor in human vigilance that was proposed by J.
Mackworth, in sequential studiaes taking place in 1968 and
i 1969 respectivelg.31
Therefore, entry control security and religbility, in
this sense, can be degraded simply as o raesult of the work
environment itself, and the human physiologiceal and
psychological reactions to it. This creates an environment

that continuaolly tasks security forces in a manner that
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actuclly promotes their marginal performance. A fact that
can be further explored, within this context, is the
examining of security force nutritional factors (eating
habitsl, and the humon ability to visually process and
comprehand data.

As with outomobhiles, the human Ffuel taonk must be
Filled with the proper fuel to propel the body and mind.
When left empty or improperly fueled, the mechaonism will
malfunction o©or run budlg.aa In this sense, living
organisms, like machinaes, conform to the law of the
conservation of energy and must pay for all of their
activities in the form of metabalism.33 Human beings are a
product of what they eat, and it is essenticl that the
necessory elements of nutrition be ingested, ot the praoper
times, to insure the goin of adequate energy needed to
accomplish tasks cver a period of time.

Eating, if not properly approached, can cause
malnutrition or improper nutrition, definitely impairing
human perfnrmnnca.3ti Security forces, working in shifts,
are subject to eating patterns that are often irregular,
brief, and approached improperly. Shift workers, by
design, eat at unusual times of the dogy ar night. Their
breaok periods, normally used for food consumption, are
subject to the security force supervisor’s aobility to
relieve his people in c timely, systemotic manne:, a

situation that 1s often affected by the work requiramants
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on a given shift, aoand by the availability of excess peopls
used for post reliefs. Additionally, the forces are
subject to selecting and eating the food that is available
to them ot the time. Food sources normaolly used will be
the cofsteria in the areac (if one exists), Ffast Ffood
outlets (close byl, vending machines, or supplies brought
from home. These sets of conditions make the Fforcas
susceptibhle to o number of nutritiomal ligbilities that can
hinder their perfaormaonce.

In studies done by Thiis-Evensen, and A. Aanonsan, in
1858 aond 196% respectively, conclusions were reached that
showed that shift workers haod significantly more digsstive
ailments and nervous disorders than those working regular
hcurs.35 Additionally, these studies indicated thot shift
workers were more likely to report sickness related to
stomach troubles, ulcers, intestinal disorders, ond nervous
disorders.3B The reasons determined to cause these
disorders and ailments were chronic fatigue and unhealthy
eating habits.37

Unhealthy eating habits, or the intoke of food poor in
nutritional value, has proven to be logicelly 1linked to
nutritional deficiencies and, subsequently, to the
deterioration of work performance. Studies done by
Crandon, Taylor, and Keys, in 13940, 1945, and 18950
respectively, noted thaot prolonged periods of deficient

diets (those poor in vitamin contant or untimely for proper
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digestionl] promoted weakness, increased fatigability, 1loss

of muscle strength, impoired hand/body recction speed, and

deteripration af intellsctual

38

ond psuchomatar parfac-

mance. Additional information from these studies

revenled that thess deficiencies appear after long pariods

of time (six months to a year or morel, and are not felt or

perceived immediaotely by those affected .33 Documented

facts, leading to the supposition that poor gating

patterns, like those central to security forces working

within the entry control environment, would be conducive

nat only to lower human functional abilities, but to

frequent errors in the entry control process itself, errors

thot may be compounded by human visual perception and

informotion processing limitations.

The word perception is a relevant term to use when

discussing human visugl copabilities within the entry

control environmant, becouss of the word's association with

the process of estaoblishing identity. It means, in the
simplest sanse, the personogl experience of seeing, aond
interpretation of the daotao seen.'t0 The eyes act as
receptor organs, picking up data and transmitting it to the
brain for interpretation. Any ana of a multitude af
factors can influence this acticn, can inhibit it,
creatinging visual perception dsficiencias.“l

The viewing of data (such as that seen an
identification credentials) is tied to many physical
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features: its contraost, size, shape, color and edge
sharpness, and the bockground ggainst which it is seen
(lighting].&e Additionally, other factors affecting the
gbility of an individual to detect dota are his staote of
adaptation, his motivation (closely related to faotigue and
boredoml], visuol defects (poor sight, eyestrain, etc.l, and
intall:’.gem:.a.q3

A study done by McFarlamd, Holway, and Hurvich, in
1942, determined that one’s visual perception abilities are
adversely affected by time, area conditions (lighting,
color, etc.l, type of objects being viewed ({size, shapa,
etc.), and the number of times the aobjects were viewed
[repstitian].*“ Additionaol studies done by Cogar and
Hartridge, in 1939 aond 1947 respectively, found thot items
similar in size, shape, and color, viewed in o repetitive
manner, eventually became invisible, in tarms of
perception, to the J;nclivit:!unl,"is a disappearance phenamenon
that was deduced as a function of stimulus intensity
{number of items being viewed in a compressead time
pericd].“s These are all unocceptoble conditions for entry
controllers, since they are tasked to visually process
standard identificaotion dotao in o compressed fashion during
peak personnel traffic periods--error promoting conditions
that are again magnified by their 1limited ability to

mentally process daota ond sustain ottention to the task.
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The rate of presentation of data, or the amount of

daota to be perceived and interpreted in o peried of time,
is one of tha most important wvariables affecting tha
information processing capacity of o human being. Studies
by H. Jerison, in 1977, indicate that an increase in the
event rote (number of times daoto inspection occurs) results
in substantial reduction in vigilance performance, ar, in
simpler terms, o reduction in the human ability to

camprehend dutu.&7

It appears thaot this flow is created by
the human inability to sustain attention in successive
discrimination tasks, like those associoted with

identificatiaon c:hec:ks."*B

The Entry Control Environment:
Machine Considerations

Recent developments in machine technolagy, especiolly
thaose centering on electraonic devices, have prompted the
use af machines in many new surrcundings,qs a fact that has
reached fruition in the security arena, uwhere electraonic
tachnology is being utilized in the form of arean/facility
exterior and interior protections systems. These security
systems are being chosen for reasons that range from
dependobility to reliability, ond are being widely gapplied
by security manogers tasked with entry control (paositive
identification) responsibilities, o situation being further

enhanced by the writing of tough technical specifications
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For the systems bheing purchased, driving industry to
respond with consistently better products.

Machine engineering is, on a daily bosis, being
refined and opplied to equipment used in high security
aregs, equipmant demanding precision performance,
efficiency, dependability, and reliubilitg.so The 1intro-
duction aond use of solid-~staote components and integrated
circulits has increased machine copocity while ollowing 1its
cost, allowing for very sophisticated machines ot
ecaromical prices. These technicaol wonders are being built
to withstand any and all canditions found in the security
environment, such as extreme heot, extreme cold, high
humidity, wind, dust, ond user abuse .Sl Additionally, they
are being pressure tested by manufacturers to promote error
free sustoined operotions over long periods.sE

In the entry control arena, machines created to
establish identity have hesn built to gparaote with low

error rates, power/data loss protection, sabotage

resistance, low cost maintenance, vast expandability, and
ease of user mnrknbilitg.53 They are constructed, os are
all machines generally, to operate in a totally objective
fashian with mechanical proficiency. They are fully

automatic 1n their application, and can be entirely

self-octing for long periods of time.S' In effect, thay
can monitor their own performance and self-correct specific

problems through the design of their progrcmmlng.ss They
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provide a myriad of other gqualities, unique to machines in
general, that are perfectly suited for the function of
establishing identity, 24-hours-a-day, ot entry points,

Machines provide certain qualities to users simply
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because of their physical makeup. The materials from which
they are built are strong, and able to hold up well in maost
surroundings. Specific design strengths allow them to
exert and sustoin a force or torque indefinitely or until
the device 1s turned off.>0 Machine elements con be
designed with the ability to oaperote at high rates of
speed, promoting quick reactions to any given task. Their
accuracy, or the correctness of their actions, is limited
only by the erraor specificatiaons givan ta mcnufucturars.s7
Additionally, mochines are not subject to fatigue, boredam,
workload, or hunger, and can be designed to repeat
performance uniformly for extended time pariods.sa

As servants to wman, all machines are obedient,
faithfully following their programming without resistance.
Their judgment i1s reliable aover the narrow range of their
pragramming, and they suffer fault only in flexibility
becaouse of spec1allzut10n.59 Their size and weight is
limited only by design and/or functicn, and they can be
built to conform to any installation requirements. They

have been aodvanced erough to duplicotse, in specific ranges,

the human Ffunctions of sight, hearing, touch, and

60

balance, capchilities further enhanced by recently
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developed computer aided machine interfaces, vastly
impraoving machine memory capocity and tramsaction recoll
obllitg.sl These aodditional facts about machines promote
their applicotion i1n environments calling for these types
of perfaormance characteristics.

Machines, then, seem ideal for routine wark requiring
precision performance. As such, they appear perfectly
suited for use within the entry control environment. As
previously detailed, they are not subject to human

deficiencies, and can be relied upon to perform in a

systematic, repetitive, reliable, and efficient fashion.
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b CHAPTER 3
N
"
h THE SECURITY FORCE ENTRY CONTROL PROGRAM
Q'
N Qverview
i Security entry control progroms, as referred to in
this study, equate to positive personnel identificotion and
’: control systems, estoblished and maintoined in order to
N
} preclude unguthorized entry, and facilitaote ocuthorized
)
entry to high security areas. In the security force entry
\
f control program this task is accomplished by human bheings.
o
;{ Their main concern here is to protect propertg or
_ information from theft, damage, and destruction. There are
primarily four groups in the United States who specialize
[N
$ in providing this type of protection. They are:
4
",
ol Militaory police or security forces
K% (includes all branches of the services
0 and related groups such as the national
oy guard, ond stote militias).
‘ L]
g (b)) Department of Defense security or
' polica farces.
ﬁ {c) Contract and/or private security
T forces.
?
" {d) Federal, state, and local law
L enforcement agencises.
o They establish the identity of an individual through the
"~
: use of identification cards or badges (credentialsl,
-
Y

identification codes (dota known to the individual such as

- -
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o saocial security number, etc.l, and personal recognition
(knowing the person, or comparing physical features ogainst
a picturel. They are aossisted in this taosk by agccess
lists, prepored by those in control of the focility or
area, which catalogue all those people authorized entry
privileges. Through these procedures, the security forces
hope to achieve the goal of establishing a simple,
understandable, and workaohle identificaotion and control
systam, using man aos tha key verification elament in tha
process.
Ihe Identification Proc
Security forces use identification cards or baodges as
their primory tool in estnalishing idantitg.a Thesse
credentials aid them in the control and mavement of
personnel into, within, and out of specific areas or
Facilities.d The credentiols ore read (scanned in most
cases) by force members charged with entry point duties,
who look for specific pieces of information that prove both
the credentiol’s o0 i credential holder’s authanticity.
Infarmation found on these types of credentials will vary,
but naormally will include the following:
o) Designation of the various areas

where identificaotion cards or bodgses
are required.

(b)) Photograph of the holder.

o

PN s
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el The name, social security number, date
of birth, height, weight, sye ond hair
color, organization, and signature of
the holder.

(d]) Place of issua.

{e) Any aother codes, etc., that tie the
credential and holder to the area.

(Fl Special design for visitors, including
the bearer’'s name, areas to which entry
is outhorized, visit time limit,
signature, photograph if possible, and
information stating if the individual
can move olone or must be accompanied
by permansnt party personnel.

The security force entry controller has the responsibility
to review the relevant information on the credential and
establish its validity. Once this is accomplished, the
credentiol is returned to the holder for open display on
his or her person. This is usually done by means of a clip
or chain aollowing the credential to be worn outside the
clothing. The piece of identification must be able to be
sean and distinguishable from o distance, so that security
officers or other employees can continuausly check people
for its possession from across the room, down a hallway, or
through a donrwug.s Credentials used in this manner are
sealed inside a cover of clear plastic in order to prevent
tampering or forgery. Additionally, both credentiol

issuance and the control of materials used in construction

of credentials are security force responsibilities. All

forms of this type are issued as controlled items, and
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\ their loss, theft, or mutilation is required to be reported
to security forces in o timely mannmer for appropriote

action.B
In addition to the basic credential check, security
force entry controllers have several backup aptians
available to them for identity verificotiaon. First, they
can ask personnel for supporting identification in the form

of a driver’s license, or social security card, thot can he

i used for comparisons of personal data. Secaond, they can

check areo entry lists thot name, in alphabeticol order,
all permanent party personnel outharized to enter a
designated site for which they are responsible. In the
case of visitors, entry lists are prepored in conjunction
with known visitor requirements, usuolly 24 hours in
advance. These lists are submitted to the security forces
by the orgonization that owns or cperaotes the facility or
area in question. Third, the guard can use personal
recognition as o means of granting entry. The idea here is
that security faorces, having worked an entry position for
extended periads of time, develaop the ability to recognize
those authorized people waorking in tha area simply through
repetition. They begin to know, by sight, specific numbers
of employees and other personnel that pass regularly in and
; out of their entry pcints.7 They can also caompare the

bearer’'s physical Features against the photograph found on

the entry credentinol.
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Enforcement Megsures

The routine performance of comporing bearers with

their identification media is the single most essential

part of the security force entry control program. As a

consequerce aof this foct, positive measures are established

by security forces to standardize the identification

process, and to effectively deaql with any deviations fram

the stondard that might arise. These measures normally
include:

(ol Security personnel designoted for duty
ot entry control points are charged
with stoying alert, and using good
Judgement and tact in their performance.
They are issued post instructions
specifically destailing thair
responsibilities on o given post.

(bl Uniform methods af handling and wearing
identificotion credentials are
established. Credentials must be
removed fram the wallet ar pocket, etc.,
and handed to the guard for checking.

(c] Guords moke visunl hands-on inspections
of identification materials presented
to them, verifying authority before
gllowing entry.

(d] Entrances to and exits from high
security areas are arranged to force
arriving and departing personnel to pass
in a single file in front of security
personnel.

(el Maintenance of an accurate written log |
listing, by number, oll credentials,
showang the total number, to wham
issuad, and disposition [last,
mutilaoted, etc.l].

{f] Posting at entry points current lists of
lpost or invaolidaoted credentials.
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[g) Procedures to control visitors entering
and moving within the secure creo.
This includes vendors, suppliers, and
those visiting on business, etc.

(hl Security force patrols, working in
high security areas, moking periodic
idantificatian checks of those
personnel aolready inside.

)
\
A
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[i1) Procedures for armed response to any
situation thot is interpreted as o
possible or prgbable unauthorized
entry attampt.

Enforcement of thess measures is the most vulnerable 1link
in this human identificotiaon system. Parfunctory perfor-
mance of duty by security force members in screening
individuals attempting entry, and responding gquickly to any
noted problem, may weoken or destroy program cradibilitg.s
Identi Verifi ign chnigue

Security force entry controllers note all information
relevant to identity verification in an audiovisual
foshion. Credentials, entry lists, and human physical
features, are all bheing visually absorbhed by an entry
controller as the candidote entrant answers qguestions
pertaining to identity in an gudible manner. The guard’s
eyses and ears, acting as receptor organs, pick up the dato
and tramsmit it for mantal anclgsis.lo Once this process
of perception, interpretotion, and informotion processing

1s completed, the guard either grants or denies entry to

the individuomnl in question. These audiovisual sensory
actions taoke place every time someone attempts to enter the

secure area, ond may be repeated hundreds of times by an
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entry controller during his tour of duty. The entire

identity verificoation process in the security force entry

y
D
g

control program is by human beings using inherent sensory
and mental foculties.
Communicgtive Capohilitaies

From a communicaotions stondpoint, security force entry
controllers must be thought of as human oclarm systems.
Their grectest value is in their ability to sound the alarm
‘in the event of an unauthorized or deviant action, such as
a bogus entry attempt. They must be able to communicate
information accurately and promptly to ather entry
controllers, armed response forces, and command/contraol
elements of the security force. They haove several meons at
their disposal to occomplish this task.

The best gll-around security force communicotions

device 1is the two-way rodio or walkie-talkie.l? It

provides o hand-held mobile caopability, ollowing security
force members to quickly communicate with each other, the
dispatcher, response forces, and command elements. These
rodios offer security forces the best flexibility because
of their odaoptobility to areas ond distance through the use
of strotegicaolly located transmittars. Additianally,
standard land-line aor telephaone systems are used in fixed
post applications like that aof the entry controller.l®

Other means of communication range from simple silent
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duress alorms to whistles. These faorms of communication
aore designed for usr hy human beings, aond, as such, their
performance is tied to human thought and action. They are
not automated, and must be manuaolly operated in order to be
effective.

Ocgonization
The organization of the security force entry control

prograom is dependent on maonpower. The Forces required to
effectively secure an area or focility are determined by
the number of entry points, response force reguirements,
communication needs, and necessory supervisory positions.
Normaolly, the policy is to use a shift work oapprooch
consisting of three B-hour shifts with the changeaovers
occurring during non-peak employee/visitor traffic hours.13
Other human foctors need to be considered when organizing a
program work force. Allowances must be mode for the
following issues:

{al Annucl leave and days off.

(b) Training tima.

{cl Sickness.

(dl Actual work hours-—-number of
e4-hour posts to man, etc.

(e) Associated equipment requirements.
(F1 Pay.l%
The posts regquired to provide entry control and

supporting security services, coupled with the hours each

post is required to be manned, determines the number of
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security feorce personnel needed faor application of this
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program. A stondardized taoble or guide used to determine
farce size requirements would read as follows:

Hours + Days Per UWeek - People
S.

3.
1.

24hr‘day

o~
onm M.
~ - ¥y
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-

15 i,
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These figures are based o©n personnel needed to work a

standard 40-hour work week. As applied, they make p.
allowarces for the factors of leave, doys off, sickness, :
and troining previocusly mentioned. N
A5
3
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CHAPTER 4

THE AUTOMARTED ENTRY CONTROL PROGRAM

verview

As previously mentioned, security entry control
programs gare instituted whenever entry to areas or
fFacilities must be limited to only authorized 1i1ndividuals.
This is dore through a process of establishing the i1dentity
and ocuthority of the personnel attempting entry. Within
the cutomated entry control program, this task 1is accom-
plished through the use aof electromechanical computer
controlled devices. These devices perform the functions af
establishing entry aguthorizption, personal identification,
and identity verificaotion. Such eguipment, after being
bought and installed, is monitored by very limited numbers
of security force personnel.

This program uses an approach in establishing
authority and identity that 1is similar to the security
force method. Persaons using the system are subject to
being screened for identification credentials, supporting

personal identificotion data, and physical identity

verification infcrmnticn.1 However, in this case, the
individual seeking entry does not interact with other human

beings, but rcther with mochinery.
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The Identification Process

Imaogine two people entering o nuclear wegpons storage
focility whers the best 1n available security protection is
needed. Every time they enter, they ecch individucolly go
through the saome process at the entry point. They insert
their plastic credentials into a reader, punch thear
personal identification numbers on o keypod, and enter a
portol or booth that i1mmediotely locks them insaide. Once
inside the portal, they each peer into a machine that reads
the retino of their eye. If coll 1is correct in each of
these aperations and the two peogple are determined to be
who they say they are, only then will the inner door of the
portal apen, granting them entry to the facilitg.a

This security procedure combhines several measures of
identity to ensure that only authorized persons enter the
secure area. They have used a card reader, a keypad, a
mantrap booth or portal, and o biometric device that scans
a physicol characteristic.3 In addition, each person has
had to perform all these actions in a sequence; one of tham
olone would not have acchieved the desired result.

This program employs a system aof identifying people
that uses standard elements recognized for this purpose.ﬂ
Authorized persons must possess something (o credenticl)
tying them to ¢the area in qguestian, they must know
something (a number unique to theml, they must be the right

person aos proven by cartain unique physical charaocteristics
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(eyes, etc.J, and this infarmation must all be verifiable
by an intelligent source dedicoted toc the task. In the
gutomated entry control program, each of these identifi-

cotion elements has been designed to provide the strongest

S F CTHE.-Y." "0 s a 2 EEEE N FIEW W B WEE ST -

inherent security chaorocteristics.

Credentials and credential reacders are the most
visible parts of the automoted entry control program. The
credentiocls themselves look like simple credit cards, and
can have aphotographs, written identification datao, and
other visual bits of relevant personocl information on  the
bearer applied ta them. Additionally, they can cantain
logos, hologroms, and other unigque i1dentifiers thaot tie the
credential to o specific oren.s They con be encoded, using
a vari:ety aof methods, which @anaobles each credentiol to
carry 1ts own specific bits of i1nformatian for anolysis by
a credential reader.

Card readers aore used to reacd the encoded bits aof
informotion contaired within a credential prepared for this
purpose. Credentials cre read by card readers based upon
the type of encoding technology applied. Cards may be read
by monual i1msertion of the card i1nto the reader, or sSimply

by radio frequencies gernerated by the card and picked up by

the reader. Orce done, the cord recder, tied to o
caomputer, uses caomputer software to answer impaortant
questions pertaining to the credentiaols aguthanticity.

P AT Ty @
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Informatian that can he electronically verified consists of
the following:
o) Is the card valid? In other words,
was it i1ssued by those in contral of
the facility in gquestion?
(b) Who was this card i1issued to7?
(Immediotely accesses the daota fFile
on the person authorized to bear

the card i1n questionl.

(c) Is admittance authorized at this
particular entrance?®

(d]) Is admittance authorized at this
time of doy-~

(e) Is agdmittance authaorized on this
particular date~

If the read of the credential confirms thaot 1t 1s wvalaid,
the system cllows the respective gntrant to proceesd to the
next step 1n the automated entry process. At this point,
the credential 1s worn as o bodge for 1nternal monitaring
by thuse 1nsi1de the area.

The next step 1n the automaoted entry aoperatiaon
1nvalves the punching in of o parsonal identi1ficatian

7 This device 1s aolsp tied to o

number on o keypaod device.
central computer as 18 the card reader. Having already

accessed a persan’'s data file from tha reacding of the

credential, the computer then compares the parsonal
ident1fication number ertered on the Freypad to the one
ii1sted 1n the file 1n question. [ the correct cambinatiaon
of numbers 1s entered, the system provides the voltage to

unlock the door to ar artry portal.a
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Upaon closing the door to the entry portaol behind
themselves, entrants aore locked into this mantrap. Once
inside, they encounter a biometric identification device
that must he worked saotisfoctor:ily as the laost step in the
identity verification operction. These double door
chambers allow only one person in at a time, and will not
allow the person to exit to the secure side unti1l Ffinal
authorization 1s permitted by the computer.s

Biometric devices, used as the last entry step in this
agutomoted application, operaote on an antirely differant
principle from card readers and lkeypods: they measure
unique physicaol characteristics to determine whether the
person seeking antry is i1ndeed the right one .10 The
preceding steps offered o correct credential and personal
1dentification numbar, both of which could be obtaoinaed
through theft or coercion. Biometric 1identification
provides o means to check a faocet of a human being’'s
physicaol make-up that caonmnot be duplicoted, stolen, or
coerced.

Many personol characteristics con be measured this way
due to mojor technological advances n this area.
Electronic units measuring handprints, fingerorints, voice
patterns, or the retina of the eye have been made available
for use within the automoted entry control program. When
an individual enrolls on agny of these devices, the unit

records datao about the troit being measured arnd Fforms a
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gauge or template that 1s arranged in the 1individual file
by the computer. When the person later uses the device to
gain entry, the new image is compared with thot of the
template. If the two sets of data ogre sufficiently
similar, the i1ndividual is assumed to be who he or she
claims to be.l!l This action, as with all of the steps 1in
this automated entry procass, requires the extraction,
comparison, and determination of dota by the system’s
central computer.

The manaogement of the automoted entry control program
1s handled through the wuse of a microcomputer. It 1s
normally maintoined and operated at a central office by
security force membhers, and 1S responsible for maintaining
the integrity of the program’s datao bnse.le This computer
stores all user information relevant to the secure area,
and literally controls all aspects of the entry process.
It performs the same functions g©gs the secur:ity Fforce
member. First, 1t asks for outhaorization i1nfarmgt:on to be
presented for analysis. Second, 1t must then decide
whether the i1nformation presented resembles that which has
beer distributed for entry, whethrer the 1nformation or
:dert:fizotian 1s odequate, and verify that the 1nd:ividual
1dent:f1ed 1s truly the persor whose entry 1s autrerized.
Last, raving dec:ded whether ar not the (nfaormatian or Z2ata

15 adeguaote, entry 18 e.ther grarted cr ce~:i1ed.
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Additionally, information on each entry transaction is

automatically recorded by the computer.

g
i
E

Enforcement Measures

An automated entry control program, to be effective,

depends largely on two factors. First, the integrity and
cooperation of the people using the system must be
maintained. Second, any attempt to circumvent or bypass

the system must be met with an alarm and subsequent
response by an armed force capable of neutralizing the
problem.l3 Consequently, built-in feotures or contralling
procedures that effectively promote these positive measures
are estaoblished as integral paorts of this entry control
process. In an outomated approach, thase include:

(al All entraonces to and exits fram high
security areas are arranged to force
arriving and departing personnel tc
pass by and use the system’'s equipment.

(bl A toilgaoting feature that prevents tuwo |
perserns from entering at one time, and :
sounds an alorm aqutomotically when this
1s attempted.

(c) An agnti-passbhock feature that preverts
one person from enter:ng and then
passing his crederticl or ertry cdata
back to arother who will use :t. and
sgunds agn alecrm :(f this 1s gttempted.

(d) A secur:ty force member. .u»c Mzi~tC1ms
surveirllaonce cver al!l e~%trgy 3Ct:ia7s
“hrough the cZcmputer z2nd ZOT¢ cz-eras

pos.ticred ot all enrtry, gcints,
monitors 2l. Jutomct:iZ g.ar~s. =~d
dispotches armed respcrse forces
wher necessary.

S e
S SRR LA R S SR RS



o P L e e e T
v LY ‘\J\M\n}l:'

51

(e) Automated procedures for handling and
controlling visitors. Includes
vandors, suppliers, and those visiting
an business, etc.

(f) Procedurss far posting changes to
computer, reflecting chonges in stotus
of personnel, such as lost or stolen
credentials, entry privileges, etc.

Identity Verificgtion Technigue

The automaoted entry control system handles all
information relevant to identity verificaotion in an
electraonic, computerized fashion. Credentials, personal
identification numbers, and physicol characteristics are
all absorbed and wvalidaoted electronically through the
computer’s microprocessor. IThe entire process is handled
gutomotically and objectively by the system, with the
credential reader, personal identificotion number mechine,
and biometric device acting as tha computer’s eyes and
ears. Creagting and marnipulating identity files, and
monitoring the system, gara the only human interoctions

inveolved here.

Communicgotjive Copghbilities

All electromechanical computer controlled devices
communicate with the computer through hard-wire
Cornmectilons. Dota transmissions are 1nstantaneous, and
gnycre attempting to 1llegaolly interfere with the

commen:icaticns process 1s stopped by  tamper  safeguards,
built :mto ecch component, that automatically sound an

siarm. The only human communications requirements revolve
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around the computer monitor and armed response forces being
dispatched to alarm situctions (done through voice, phone,
or two-way radiol.

Drgaonizotion

The organization of an automated entry control program
hinges on electromechanicol devices, a centrol computer,
and minimal security force personnel. As such, they reduce
the number of security force persocnnel needed, make better
use of those employed, and use the dollars saved in guard
posts to pay for the system’s hardware and programming
puckoges.lS

Initially, such systems must be purchased, installed,
tested, and maintained. They also require security force
personnel for monitoring ond response functions. Security
Faorce personnel that arse required would work a shift
schedule split for daoy and night coverage, similar to that
explained in the previous chapter. The actual number of
guards necessary to support the cutomoted elements would be
contingent.cn the size and features of the area or focility

to be secured.
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CHAPTER S

SuMMARY AND CONCLUSIONS

Summary

False aocceptance 1s, of course, the most crucial 1ssue
in the entry ccntrol process. Keaping a few aquthaor:zed
employees out of a high security area 1s of little conse-
quence when compared tc the risk of admitting a sacbecteur,
thief, or  spy. Good entry control measures are
preventotive 1rn noture, and the security provided is not in
catching the wrongdoer, but through the assurance that he
or she will never enter o protected facility. Therefore,
arn effective control program should be constructed 1n a
manrer capable cof achieving this goal.

The two security entry control programs reviewed in
this study attempt to establish the authority and positive
ident:ty of all perscns attempting entry, in a reliable,
precise, consistent manner. They ecech aspire to this goal
by applying methods that, while similar i1n their 1ntent,
differ tremendously 1in operction. The workings of these
twag programs focus diametrically an the use of human beings
and electromechanical computer controlled devices cs the
key elements 1n their 1identity verificotion processes

(shown in Figure 1). The value of their approoches point

S5
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to a person versus machine confrontation, and credibility

of each system stards or falls based on their perfunctory
parformancae.

The security force entry control program, usirg  human

be:ngs aos entry controllers, haos been one of the most

widely accepted arnd applied entry contrcl praograms 1~ thre

1880s. Such o program con  supply twenty-four hour
survelllaonce seven days a weel, while provid:mg g humar
guolity to the execution of the ertry control service. The

use of o person 1n this role, however, does have ore ma‘or,

and seemingly insurmountable, drowbach human fallibility.
Humans are susceptable to various physiclogical and
psychologicol deficiencies that render them virtually

incapable of sustaining i1nternse levels of vigilarnce for ary
lergth of t:me. Trhis :(ngb:ility %o sus%ci= the concan-
tration recessory for entry cortrzl duty erpnoses the ertryg
controller to periods of reduction 1n performarce. which

places the entire 1ssue of prevent:ng unauthor:zed ertry at

risk.

Security force entry controllers gore, fFirst ard
Faremost, human he:ngs. As such, their gcbility to perform
any furct:on s limited by bticlog:caol desigr. I the caose
of entry control, the taosk 1s not sulted to the man. The

work schedule i1ncludes evering work shifts trot adversely
af fect human performarce, lowering output., ard leading to

11l health which can be classi1fied as cccupctionol. Tre

. T T . Vel . e eaesemep- A
" -'.‘J"'J“\"-"-'\J'NJ'\-"\\ S YA IR ’r’:" A AN |.|. KA A,

o -

(P W

),

LY

Y

e . —— e - O e . . ——————— — . W m A  a  a

I_ l,.".o .'.“A .



e e Sl Ala- gty atUnte gty aty by atotale Aty gl abelall s ol alotaletalo tates Al alietaie Al ke Aletalaefleiie ki il Aleciiesdlo Al dinadiadiadiosdiadiindindiadiadindindindindiaiindiind et
- " L

e A

58
repetitive function of i1nspecting 1dentity 1S a boring,
routinized job, causing o reduction 1n brain activity cond
perception, The physical reguirements of the Job require

standing or sitting 1n one ploce for prolonged periods of

time and this causes fatigue as well as generating
deficiencies 1n alertness, ottention, arnd readiness for
action. These job relaoted conditions all moke excessive

demands cn the m:nd and body, reducing human efficiency.

All of these factors--work shifts, boredom, and
fotigue--warrant wusing an entry control system that
gperctes with maximum efficiency under varying conditions,
and which i1mproves the i1dentif:icaotion process 1mmediately
following 1mplementation of procedures. The acutomated
entry control program accaomplishes that taosk through 1ts
use of electromechanical components manitored arnd directed
by computer.

The cutomated entry control progrom employs machines
created to establish identity with low error rates. They
are constructed to operate 1n any envirognment, regardless
of circumstances, providing totally objective machina
prof:.ciercy. Their actions are fully automot:ic, with
design features 1ncorporating power -data loss protection,
saghotoge resistance., low cocst maintenarce, unlim:.ted
e-pandability, computer proven management, and simple user

workob:ility. Through 1nherent quaolit:ies, unique to

machines, they are perfectly suited for the function of
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establishing authority and 24-hours-a-day 1dentification at

entry points. They ore not subject to fotigue, boredom,

-

worklood, or social considerations, and can be relied upon
indefinitely with preventative maointenance.

Conclusigng

This study wos conducted to compare and contrgst the

capabirlities of both security force and automoted entry
control programs. Specifically, the i1ntent wos to ocutlire
and examine eoch program, focusing on design, applicotion,
b and procedure, as a means of identifying 1ts strergths
and or weaknesses {parformarnce characterist.cs]. By
‘ consequence, the key 1dentity verification techrigue
i employed within each program became the main focus of

¢ grolysis with the emargence of machine portroyal.

2ecurity fFor mgn h Lig
u
‘ The ertry control oct:ivity :s, by rnoture, tediaus.
repetitive, and verformed on o 24-bour-a-day basis. A

mi«ture of werk reloted circumstarnces gereraotes ser:ous

i d:sadvantaoges for security force paersornel gperformirg  as
entry controllers. These disadvartaoges are der:ved Ffrom
humen  fFurctions, both physical and mental,  that are
directly aoffected by the work routine 1tself.

The mgin human funct:ons affected ore cornnected with

bedily fluctugticns ::m a 24-hour cycle cclled the
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circadiagn chythm, This rhythm controls body states, such
gs temperature. hormone production, heart rate,. hicod
nressure, adreracl:n praoduction, ercretiaor of stero.ds,
mertal obil:it:es, cnd resp.rotory volume. These stctes
zhan~ge from low levels early in the morn:ng.
cbout m:dday. to lcw ievels ggoin at rnight.
nas hee~ proven tg he related tg  humon
indiv.dugl perfermence. E~try ccrtrollers.
shifes withiT o Z24-bour  period. are
potterrs. eper.enc.ng chonges
2z.. alernt to “he time geriods : e
sh:fts. taking cloce gt night., ocdvccote cr glignment
focr:gue. loss of appet.te, digestive troubles, moods
depgress.cnr. 0SS ' . . ard gerera. feel.~gs
t.scomfort hod:ly zZanditions ot “pc- IVest L gotion,
were reved.ed to  renrder ar indioidect 1mcopab.e ct
s.stz1mirg the = gr states of JqCCLUTaCy
audib.e. regu.red fcr positive rdert i)

Zass.ny thtoogh entry Zantro. cCcints
cord.r.ors  deve.cn cerformance ot
JAT IDusS oracedures oo a2t iors
orec.se ar2er s the, wco.d he oy 27
NormMoSy Lttt Pis 24 »our gcdyg C.och Trere
chocrges . t.Timg., ot thot cil proses S 0w ZO0wn
dc. 3¢ ags 3 conseguence performaonce becomes errat

irregu.ior.ti:es appegr ct first 1" store S.rsts
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evertyally oers.ist, secom.”g gross ond affecti-g e.ery

™

phcse cf thre task . Irfzrmaticm 1s cder.ved fFram o ~umber cf

sources 1n the entry Cortrgl envirarmgrt, onfd “hese jalod® be

aud:tory. v.sua!l, or tactile in noture. These rcerformarce
irregularities cause limitgtians  in human nerzeptoal
process.ing aghil:i:ties. The scenring of f.elds of Z2.SC.Oy

hecomes degraded. 2nd  fregquent .acses IToogttenticm oy
oCcCur The use of bumar he.ngs aos documert cr credert L.
-meZrers :7vclves = high risk because 3f  ar Miate § oBUNEE SV o)
SuSstal” visual ard guditory discri:mination,

t~try, zZomtrol respons:Dili:ties are g crame. .y  ted:aous

hy desigr. Irose performing the funct:or are e-pected -
ne Dcs:ti10omned - o specified area. far .cng oer:ods  of
t.me ver:f_i~g tre author:ty a~d i1dent:t, of 2~ osersoe
rer sootrer IYi1s 1S rcutine wark ot hess N Littae
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tases Eotr, COortrc. wors demands c high state of se~scr
TeLsdLress oot Sffers ori, o low .eve: of serscr.,  arc.osa; .
the Lo oy Lts very jes.g"™ . 1S MCcrCctzTCcus o crooen

LUt L mTnLsing the bSuma- mingd 2 hecome et -er el SoR NN

Loe rto boes the pry8.C.0G.C3. iehalet ok TS allal ol ool atotn
friotur s e ayed e >as hee~ ooTvar jiiatelie Soman
net s creo-ce cTorejgticr to the Zircumstanres [t QoB8ston

ar..res Lt the Firgt mn re ~F

8%
C

e e orozZghrility




> 0 A B

&c

9]
™
o))

S ocer.od:.c .Cs8s

[
b -

3¢ datezt.or rote fo

N carcertratlion cCcorrTing .a%e e the sh.f< cf e
gl sidoal Houma- gff:ci1ency, Deccmegs miT1mo.L . croviZing

for unauthori zed

crditi10oMs

ertry, SCengr.cs

O
®
8]
)
®
0
+
)

zrorgoer.ss

tleczcmecrc—icCcC. cemoLuter cortro. e ej_.omer?
nerfrms tre entr, aolakdialomN ELurztlze e mgch e
crotlolenoy, -S.73 the  scme SRR Ghal oF GENR O johatel Ltert v,
e L f LT roCec.res 2s sSec_r.%, force ety

oootro..ers
oLt s Ls.7g
croLm 27 muscle

: ot zactcem Bimo ol oz

Toen rhe

n
1
' e
1
1
i)
?
.
1
1

Tte, 3@ "3%Zilg

~ o
et ome Ll o2t tre e e, I ot s ffer from e
*L,oes Tf —.maT e S o] cresiTus. nesrr o nec 3 ore
e tart S.."ed [ e B o ORI Sle Ko W tper It LTS 1Y ]
Gotomoteaed compore™ts Ll . Drernte oot e Treme reLLubhe
A nnZots trte, 1ve ser | Ted Make] ooeerarn ey,

et Lt B ot LT o s,8Temnct T Lo .Ta i rec o se
ulotalal 11 .ratferten oy rnformar o pots ©.ve ¢ 20 .
T SN oztLse te, hue  neen SRR RIS SaRSY - IONNN S A INs AN S
doo.o.lcle ohate S.IDUSE iiar ma IO SRS ] ot

L I T o R P I I T N VI RV R YL NI A N &
f? n f.fd',_f 1‘ o u" .J‘ o« h 4 f o, Sl 4 A",

LA S PR



TR W W W W W W e v W w

N SN, -...(--.
R} . ()

vcpﬂ

ErPlanaT ION

..shex X

]
Y

[
]
1

ToDLLlty

Stre~gt*> e zki..%, %C L.omited
e.ers o—d Pooidiy ‘
sustz.~ forroe C ~.s"es
rLimotez o [
- o, 1es ;= }
Soeerd Pate =+ J-:0= o= LY.24 resrcCc-se
Qct.cr ZCTm Le . me LimL.ted

TR O O
AT W o ¥y

R O P PO, PO ASAL NSRANDN
Al »

— .. - )
~ - an - - — - . - o
a - orrattess S~Lroect o ‘
|
of zZos o erTors |
~+ ——y -— - <
1 ey
S Sre: s, * | Fen 1) :
l acT .o toiLt L
}__—._ —_— — ———— - N —_— —_ —_———
t -+ - -
l"' soa |591' egs (oo CRerr L, IS A - N
| pro.oeges e ec N R S - X . LR
_ |PrTeTnems e et re IR R
1 i |
I .. . - — - oy ey my - | PR - -
i - | oot 1T L%, R -ie! o »
\ St roter L. tes | -
T——v—— 77777777 - - -_— R - L d ——
‘
" re mree Lo -epeat '
! j per Frormeo-r @ (S - 4 e LA
N : : «
: e € - o 1 . -
|
; . e ey
.
— t + . : -
: :_:P"P‘ » l 14 . e » K M [= ¢
)
i 3 . - 3 . e
r— + - - - + * - —
!
‘Pl- s | 5 P e =
! ar e N o Ce o
—
T -+ + —4
© -~ . b T L © R R . [ @- ¢
. LRI P . - . e - - - .
A
\
P— T * - .-
e . . - o e -
e . <« - CRP i
[— - L - I S ki — "
i >
- . .
. . o
. - -
5 AR NN RN NIN M AN AN N,

-

"l




r B B P B B e

P

.mrercogotice oloh o lNE-Rato BINNE IO = nom & rems et Ry

v .- - - . o e~ 6. U .
gct .7 s moe o mg trer ‘ez . .., S o .

.

.

. - — i mm merpe g e —@e b armseo@

: e atolibel s.om Cerfr

.

.

- @ - - e - e e e e g e e -
’ ot el . ttis st o oo “T T oot e .. S
-
. CTecge - ree “prare —~— — e ® buene rzec o - - L. S
[ e - gt~ e F .. ) o - e -
. e - J— ~>\‘: - F:_. <9>Ph:. b-s: .A‘be' g—-- -— ,‘_ - - 'p.. o . -
e et emenene - .- e [ e e e e . .-
: . ? - - - - -
..
. . < - e a o-°
- - D S - - |
Q * - L -~ pv~'- - e . R 3 . . - - - = -
. C E ot o
. - . R . - -~ < e L. P e
@ ke e . . - PEp. * - [ - v el e - PR
e [ g &*Pme m-or - ol oS e £
£ o o - e 2] . . C e oo e - - - e <.
- e e~ o . - e . . -
* - e " - L ¢ L= S A SHy - - - =Tl 4 a - . [S
- . - . . . . -~ - "o - «
.
-, e« o . > - - o - -
. v v L& - - v & . - . & 3 z e .
A . - € 3 [ .
. YT S ; 3 =
. e W B L aXx E = KR N =_ - a A
> . L . [S % L - . - .
. v © - < - .
o ] -= - - 3 s e
g . .. - - . .
.
.

P AR R ATAT A" S AT SN



b

-

<

T S N R PRI TR Gt g Tt POt Vsl Tt Sl Tt Ty '5'-
Ty TS P N T I I AL AL AT AT AT AT M

€

- se~+t e agbllities 1n relaotion to

el SiobalutoRabU ol albg -

e

-~

Lo Zo.tzhoTec

BE

e .=g--p :s st1l. n~eeded on the actugl probobility of
deptecc.c~ rat.c ecch ertry control program actually
—r _.-@gs o~ _-guthor:zed entry attempts. This infaormation
co~ o=., te przuvided  through extensive testing of eaoch
SrTgroTm oLWhille 1n o gperagtion.,

Ir:s resecroh wouwld give decisicn makers, 1n both the

er-~~p~* on? orivote sector, vital information that could

.se? += crecte o crotectioncost matrix detoiling actuaol

program costs. Such

:mpertant when considering that o choice in

-, —=~+r3! programs means millions of dollars in expense

2rd cr corporat:ans, and determines the

type

nrovided critical information or resources.

++:5 dato could persuade those employing the

ertry control program to  switch, Changing

arzgram approach waould displace existing

- -
o e -y

mz-power, amortizing the caost of the new system,

c_ott.~g foture security force resource requirements.

LSAY \3,\' L S LSS

O 0 20 R S 0 At R 0 0 1t Sl Sak fal Sof Seb ol il Sol —al iol

L

oo e
.
'._.

Il

AL LI PP PPT R o

AL YR T,

FDPLMBNFSL Lol A A AL AR C

.
<
-
‘:
X



W INTVYVYL YT YRYAE TN E W "N "R F T8 "0 " "R R ,1

BIBL I1OGRAPHY

Bogks
Amber, George H., and Paul S. Amber. Anatomy of
Automation. Englewood Cliffs: Prentice—-Heoll, 13962.

Berger, David L. Inpdustrigl Security. Los Angelas:

Security World, 1379.
Brownr, Arthur, cnd Leonard MNaorton-Woyne. Visign and

Informgtion Processing for Automgtion., Mew Yark:

Plenum Press, 1386.

Cluley, J. C. Electronic Eguipment FPeligbility. Mew Yark:
Jahn Wiley & Saons, 1974.

Coleman, John L. TIhe Security Superviscr's Handbook.
Springfield: Charles C. Thomaos, 1387.

Ccverston, David Y. Security Guard. Ocola: Security
Seminars Press, 139B86.

Cunningbam, Jaohn E. Security Flectronics. Indiancpolis:
Howard W. Sams & Ca, 1977.

Dummer, G. W. A., and N, Griffin, Electronic EFguipment

Pelighrlity. New York: John Wiley & Sons, 13960.

F.erer ¢, Jomes, Secura:ty for Business gnd Industry.
.T=2 C.l:FfFs. Prent:ce-Hall, 1879.

csk tc the ™Mgn.  Landon: Taylor




67

Healy, Richard J. Design for Security. New York: John
Wiley & Sons, 19E8.

Luke, Hugh 0. Autogmgtion for Productivity. New York: John
Wiley & Sons, 13972.

Paine, David. Basic Principles of Industrigl! Security.
Madison: 0Ook Security Publicatians Divisiaon, 1372.

Pick, Jr., Herbert L., and Elligt Saltzman, eds. [Modes of
Perceiving and Processing Informgtion. New York: Jahn
Wiley & Sens, 1878,

Pronikov, A. S. Dependability and DBurcbility of

Engineering Products. London: Butterworths, 18973,

Schultz, Donold 0. Principles of Physicol Security. ;

Houston: Gulf Publishing, 1378.

Sennewald, Charles A. Effective Security Manggement.
Los Angeles: Security World Publicaotions, 1978,

Sheagring, C. 0., ond P. C. Stenning. Privgte Security
gngd Privgte Justice: The Chollenge of the 80s.
Montreal: The Institute for Research on Public
Policy, 1883.

Simonson, Ernst, ed. Phusiplogy cf Work Cogpecity ond
Fotigue. Springfield: Charles C. Thaomas, 1371.
Simonson, Ernst, and Philip C. Weiser, eds. Psychologicol
fspects ond Physiplogical Correlates of Worl: and
Faotigue. Springfield: Charles C. Thomas, 13976.
Singleton, W. T. TIhe Body gt Work. Cambridge: Cambridge

University Press, 13882.

- . . S S S I o ~ o P AN N PN P P N Y
TRPRINTS R ALy PR AT A A T 0 T T N DN

7,



68 .

Strauss, Sheruyl, ed. Security Prohlems in a iModern é:
Sgciety. Boston: Butterworth Publishers, 13880. }‘
Wather, Thomas W. Security Subijects. Springfield: h
Charles C. Thomas, 1972. "
Woodruff, Ronold S. Industrigl Security Technigues. é
Columbus: Charlss E. Merrill, 1374, -

SN Y X
A A

Multivolume Works agnd Sgries

%

Aschoff, Jurgen, ed. Biglogicgl Phythms, VUcl. 4 aof

Handbook gof Behgviogral Neurpgbiglogy. New York:

Plenum Press, 13B1.

a4 r Yy ®
LA

Hockey, Robert. Stress and Fgtigue in Human Performonce. ]

v

Wiley Series on Studies in Human Performance, Vol. 3.

. r

New York: John Wiley & Sors, 13983,

Do % sl

Howell, William C. Informotion Processing end Decision

Mglirng. Human Performance and Productivity Ser:ies, b

Uol. 2. Hillsdale: Lawrence Erlbaum Asscociaotes, 1882, K
Jackson, John S., ed. Proceedings gf the 1377 Conference ;
arn Craime Cguntermegsures and Security. 0Office of .

i

Research and Engineering Services Bullet:n Series. e

No. 112. Lexington: Ores Publizations, 1977. U

-—=. Prorgedings of the 18983 Conforence on Traime 3
Countermeasures and Securitu. Office of Pesearch :

and Engineering Services Bulletin Series, No. 130. f
Levington: Ores Publications, 13983. S

¢

4

A

e

"

'

>

A AN A A LA A AT AR A A (i ST s



USRI R A R ORI W U

‘.!'\ 'ﬂ'i'\‘

St Vatstaletatetata'alea’ate’ ata ate a0a a0 0% ¢ 0 0 e 1 e A% Ala At ‘HPn 8 Yn 2V 1% * ate ate ala"alla Al ‘o ASa AVe A%

Warm, Joel S. Sustaoined Attention in Humon Performance.

Wiley Series on Studies in Human Performance, VUcl. 4.

New York: John Wiley & Sons, 1398%4.

Journaols
Austin, Brian B. "Controlling Physical Access Fraom

a Centrol Locotion.” Security Mancgement

25:7 (19813: BB-97.
Ba jockson, Richard A. “Examining Access Cantrol Need.
Security World 20:39 (1983): 40-41.

---. "The leading Edge.” Security Werld 23:6 (1898BE]:

32-37.
Bean, Charles H., and James A. Prell. "Persannel
Access Control--Criteria and Testing.” Security

Mgnoggemernt 21:6 (138978): B-8, 4S-u47,

Beehe. Chariene A. "Planning for Access Control.”
Security Management 28:1 (1884):. 77-78.
Bowers. Dan M. "Choosing the Pight Card.” Secur:ty World

23:& (188E]: 42-47.
Cole, John P. "The Battle Over Access.” Security

Magrggement 27:1 (1883):. 18-23.

Fowler. Pandall C. "Bringing Biometrics to Access
Contral.” Security Mencgement 28:7 (1984). 36-37,
Hershfield, P. E. "Access Contral and Impzz%t an

Secur:ty Cons:dernoticns.’ Secur

20:9 (1983): 32-37.

P A A N J"I‘V S, -F -f'"')")' c'f’l"ﬂ" '.I'" o~ { G 'f

R P S ST
> ~ N " ) R A )

o WS
-~ SN aN ey

)

o e "



- [} ~ . ‘S a8 a'b A «
_q AR X ., \) v WA ) \ _‘

Knott, Stuart. "The ABC's of Access Control.” Secur-ty
Manogement 31:5S (19871:. 84-89.
Menkus, Belden. "A Practicol Approoch to Office Security.” \

Administrotive Magnagement 42:6 (19811): SP-9y4.

Marman, William P, "Oetection by Design.” Security

< Monagement 2B:7 (19842: 41-44.

e Ragsdale, William F. "Can Universal Badges be o Real:ity.”
AN ‘
o Security Monggement 29:12 (1985). S3-55. »

J Posacker, Martho. "The Key to Access Controls.”

Security Magnaogement 29:5 (1985): S1-S4.

-——-. "Access Control Alternatives to Card Systems.”

Security Manpgement 29:8 (1985): 59-73.

Pease, Paul. "Playing a New Card.” Secur:ty world
23:3 [(19861: 75,

Sakao. Will:am J. "Computers and Security A New

Management Longuoge.” Security Mancgemant

e8:3 [(1984]1: 20-26.

Warfel, Gearge. "Biometrics Praoving Positive.”
Securaity World 24:2 (19871: 55-57,

Wenger, Oeborah C. K. "Decisions, Decisions

Finding the Right Access Ccnrtrol System.”

Security Mgnogement 27.9 (1983): 16-19.

4

E d"\‘
D O A A T XA A 0 A S0

3




LS P T A T AT A TR AT S LT A A Y LR Y N N VLT TV N N Y Y N OV O Y N TV I L Y LYY UT

END

A T Y

RN R R LT S T AT N Wy S WAL E W W e e
N e e e e o et ™ P I O

—




